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¢A qué vamos a dedicar los proximos minutos?

Introduccion Los Las amenazas Los retos Conclusiones

proveedores de
identidad




Introduccion




O
O

Autenticacion

AAA

Mundo fisico,

mundo virtual

J

Auditoria




{QUIEN SERIA LA ENTIDAD
ENCARGADA DE RESOLVER EL
PROBLEMA AAA EN INTERNET?

{CON QUE INFORMACION ACERCA
DE LOS USUARIOS?




En el nuevo contexto todo gira alrededor de las

"relaciones”
Identity and Access Management: JAAA
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IDENTIDAD DIGITAL

COBRA IMPORTANCIA HASTA EL PUNTO DE CONSIDERARSE "THE NEW MONEY"

CONJUNTO DE ATRIBUTOS SUELE INCLUIR PERSONALLY

IDENTIFIABLE INFORMATION
(PI) PERO NO SIEMPRE ES
ASI

DEBE ASOCIARSE A UN
IDENTIFICADORY AUNO O
VARIOS AUTENTICADORES

NO HAY ACUERDO EN UNA
DEFINICION ESTANDAR




LL.os

proveedores
2 de identidad




Your Login (email)

Password

Login

——————— orloginwith -

G Google f Facebook

Forgot your login? New? Get an account!

Distribuida vs Centralizada vs Federada






Relying Party

1. Ask for access

Authorization Code Flow

End User

2. Prepare Authentication Request

—

Identity provider

| Authorization Server Token Endpoint

Userinfo Endpoint

3. Authentication Request

Connect

7. Authorization Code

4, Authenticate / Ask far consent

5. Authenticate / Give gonsent

|
6. Redirect with Authonization Code

. 8. Token Request

9. ID Token and Access Token

10. Validate tokens

11. Access Token (optional)

a J

12. Userinfo Response (optional)

Relying Party

End User

| Authorization Server Token Endpoint

Userinfo Endpoint




ID token

“iss”: “https://server.ejemplo.com”,

“sub™: 244003207,

“aud”: “s6BhdRkqt3”, JSON web
“nonce”: “n-0S6_WzA2Mj”,

“exp”: 1311281970, token
“iat”: 1311280970,

“auth_time”: 1311280969,

“acr”: “urn:mace:incommon:iap:silver?”

}

El ID token es el que representa la identidad del usuario

Sélo incorpora unos sencillos campos estandar: cabecera + payload
Debe ir firmado

Es muy importante que se valide correctamente


https://server.ejemplo.com/

Algo que solo el
usuario conoce

PIN, contrasena

e pueden usar uno o mads

Algo que solo el
usuario posee

Llave, token, smart card

Algo que solo el
usuario es/hace

Huella, caraq, iris, gesto,
patrén
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‘ | Messages  Calendar Pho(os Camera méVII puede Ser una
T i) .
Connect = (@J %« herramienta muy
voter SRR T s potente para
ﬁ J i a it autenticarnos

Waliet Notes Reminders Stocks

Las operadoras de telecomunicaciones @ @ Il i

|Tunes Stgw/ App/S{ore {800ks News

Nuestro teléfono

también quieren ser proveedores de

identidad - N
= La especificacion propuesta
ﬂc . > por la GSMA se basa en
Phone Safan Mail Music OpenID ConneCt




.Y cuando se trata de la relacién con las administraciones publicas?

Ejemplo: www.boe.es

9 Preguntas frecuentes

Acceda con usuario (correo electrénico) y contraseia: Inicie sesion con su cuenta de:
Usuario
o Twitter
Contrasefa
Facebook

e Google

Acceder

Registrarse

¢Ha olvidado su contrasefia o su cuenta esta bloqueada?




France
Connect

sweden
connect

eIDAS y elDAS?2




[L.as amenazas




AMENAZAS PARA
LA SEGURIDAD

REPLAY DE TOKENS
LEGITIMOS/
CREACION DE
TOKENS FALSOS

INTERCEPCION DE

LOS FLUJOS

COMPROMISO DE LA
CUENTA EN EL
PROVEEDOR

AMENAZAS PARA
LA PRIVACIDAD

FALTA DE CONTROL
SOBRE NUESTRAPII

BRECHA DE DATOS

PROFILING Y TRACKING



THE CONVERSATION a

Rigor académico, oficio periodistico

Ciencia + Tecnologia Cultura Economia Educacion Medicina + Salud Medioambiente + Energia Politica + Sociedad

OR

Fo
g
on’ Of
D{halz- DasSM,-
El precio que pagamos por iniciar sesion con
Facebook o Google en las aplicaciones

Publicado: 3 julio 2020 21:08 CEST ~ U
W O L’V/) PR

Muchas apiicaciones ofrecen 13 posbiiidad d2 Inkclar $e510n Con U3 Cuanta 02 Google 0 Facanook. Snulersiock/Roman Pyshak

= coms ¢Cuantas contrasenas utiliza un usuario medio a lo largo del dia? ¢50? {100? Y se Asors
W Twmer = supone que todas ellas tienen que ser diferentes, largas, suficientemente o s
2 x . . . Profesora y coordinadora del Grado en ngenier e la
1 Faomo = complejas, no estar relacionadas con su vida, etc. Todo esto para que sean seguras gt byec e it e
in Unkeon y un atacante no las pueda adivinar o reutilizar si las averigua o roba.
& wprimic Jorge Navas Diaz
Para ahorrarles trabajo, en los tltimos afos se esta trabajando mucho en ofrecer a T p—————

los usuarios soluciones que les permitan autenticarse (demostrar que son quienes
dicen ser) cuando necesitan utilizar un recurso, aplicacién o servicio web, Ciausuts ds Divuigacion
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Identificacion a través de Facebook y Google

Una de estas soluciones son los esquemas federados para la gestion de accesos. Se

https://theconversation.com/el-precio-que-pagamos-por-iniciar-sesion-con-facebook-o-google-en-las-aplicaciones-141851
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Fedemted Identity Management (FIM) specifications have been massively adopted in weh,
clowd and mobile smvironments during the last years. Facebook, Google, Twitter, Linkedin,
Amazan, Microsoft or Salesforee, to mention only some significant examples, ame actively
supporting standards such as Ofuth or Openll} Connect, becoming in many cases identity
providers. This last specification is able to sohre identification, authentication, autharization
and accounting (LAAA)Y with one unified Sow and two tokens; making logging easier, safer
and more sscure when compared with previous solutions. Naturally, experts ars predice-
ing & widespread adoption of OpenlD Connect in the next years not only in web, cloud or
mobile emrircnments but also in Fog Computing, loT ar Smart Places. To better understand
the threats that this specification poses, this work pressnts a thomough threat modelling
of OpenlD Connect core specification and its corrent Implementaticns. Threats for security
and privacy and up to 16 differ=nt attack patterns have been identified, analysed and de-
scribed. Furthermare, possible mitigations and sclations are proposed for both, specification
and implementation aspects.

& 3019 Elsewier Ltd. All rights reserved.

1. Introduction

The nature of identity is changing to the point of considar-
ing that identity is the new money. Main technology providers
have been trying for years to leverage axisting wser acoounts
in order to provide new services regarding identity and access
management while users has been looking for effortless =o-
lutions allowing them to consume different services from dif-
ferent devices with a Single Sign-On approach [S50).
Federated Identity Manzpement (FIM) allows end users
{EU) to access different resources, applications and services
through a single Identity Provider (1dP), awoiding the need of
having an account (with its related password andfor authent-
cators) for each resource, application or sarvice. Resource, ap-
plication and service providers are clients or Relying Parties
(RP) in these schemes, ralying on 1dPs to support identification,

* Cormesponding authaor.
E-mail addresses: jorge nmvs@hurg
httpes: /¥ dod.org 10 1016/j. cose. 20100
T6T-A0MB/3 FHS Flsevier Lid. All rights reserved.

7

authentication and authorization decisions and to store ac-
counting information. [dPs usually provide BPs different Soft-
ware Development Kits (SDKs) and Application Programming
Interfaces (APIs) to help their development teams in imple-
menting access control functionalites.

Many standards and protocols have been specified in the
last few years following this kind of scheme OpenID (OIDF)
is an suthentication protocol providing = way to prove that
an end user controls a specific identifier. OAuth [IETT) &= an
authorization protocol typically focused on managing access
delegation. OpenlD Conmect (0IDC) (OIDF) is an authentica-
tion and authorization protocol based on building OpeniD on
top of DAuth, and therefore, extending it to solve suthenti-
cation besides suthorization. For exampls, if a user needs to
chedk in for a flight, and the airline's website supports OpeniD
Connect, the user clicks on the 1dentity Provider logo as log-
in option (Fecebook or Google, for example) and she begins an

(. Nawas), marta beltmni@uric.es (M. Beltran).
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Jorge Navas, Marta Beltran:
Understanding and mitigating OpenID Connect threats.
Computers & Security 84: 1-16 (2019)
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GESTION FLEXIBLE Y
. EN TIEMPO REAL,
;o SEGURIDAD
. ADAPTATIVA,
\ RESPETO A LA
. PRIVACIDAD

;Podemos tener en cuenta el pasado de un

usuario o de otros parecidos a él? ;Como
adaptamos la seguridad al contexto? ;Podemos
\ hacer todo esto sin amenazar a la privacidad?

e = e = e e e =
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Alejandro G. Martin, Marta Beltrdn®, Alberto Ferndndez-Isabel,
Isaac Martin de Diego
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Artick history: User and Entity Behaviour Analytics (UEEA) mechanisms rely on statistical technigues and
Received 13 fanuary 2021 Mochine Leaming to determine when a significant deviation from patterns or trends es-
Revised 22 April 2021 tablished as o standard for ussrs and entities is ocourring. These mechansms are benefi-
Accepted 31 May 2021 cial within cybersecunity contexts because they allow managers and administrators to have
Pfornilable online 10 fune 2021 early alerts worning about potential secarity incdents. This paper proposes the utilisation

af UEBA fo improve the security of Federated dentity Management (FIM) sclutions. The pro-
Keywords: pased UEBA workflow allows Relying Parties within identity fedemtions to build a session
Anomaly detection fingerprint characterising each user's behavicur from available information. Furthermare, it
Behavicural fingerprint enables anomaly detection based on this fingerprint, integrating mised alerts within current
Federated identity management identity managzment specifications. The propesed workflow is validated and svaluated in
Machines l=arning a real use cass based on a web chat appication using OpenlD Connect for identity manage-
User and entity behaviour amalytics ment.

© 2071 The Author(s). Published by Elsevier Ltd.
This is an open access article under the OO BY-NC-ND license
{httpefcreativecommans.o

dwick, 2009) such as OpenlD Connect or Mobile Connect
021). With these identity management specifications,
End -users credentials are stored at an external server or Iden-
tity Provider (1dF), responsible for Identification, Authentica-
tion, Authorisation and Accounting (1AAA). When an end-user

1. Introduction

User and Entity Behaviour Analytics (UEBA) relies on Machine
Learning (ML} to model users and entities” behaviour trying to
find anomalous be.ha':luu:r mfi could .be the S|gn of @ cyber- needs to access a resource, application or service (ie. the Rely-
anack UZEA SD1ul:lu:|1§ usually gather mfm_'r.nal:lun \:I:Il.ﬂlE' av- ing Party or BF), the RP trusts the extemnal samver or 1dP to sohie
arage axpected behaviour of users and entities from different 1AAA Thus, the end-user is authenticated outsids the BP (is

spurces. Onee this information is filtered and pre-processed, in the 1dp), obtainin - :
. N . X g 2 capacity in the form of a token. Finally,
a basaline of user behaviour can be established through pat- he end-user can access the RF using this token. Moving from

terns or fingerprints. Then, UEBA solutions perform continu- traditional solutions to identity federations implies that the

ous monioringof users and enties behaviour 1o OMPATE i uyhnicatin process goes fom local ., he R stores and Alejandro G. Martin, Marta Beltran, Alberto Fernandez-Isabel, Isaac

§ . checks locally the end-user credentials or suthenticators) to
This work focuses on proposing @ fmmework to add UEBA outsourced (ie., the RP trusts the [dP in order to accomplish

techniques o Federated Identity Management (FIM) sclutions  y oy Martin de Diego:

e e An approach to detect user behaviour anomalies within identity
federations.

Computers & Security 108: 102356 (2021)
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User-Centric Privacy for Identity Federations Based on a
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[AAA en el (Y sino hay un navegador? ;Y si el protocolo no es HTTP?
¢Y sino hay una persona detras? ;Y si una persona

Internet de las necesita autenticarse a través de un dispositivo con

recursos limitados? ;Y si trabajamos con Edge

Cosas (IoT) Computing?
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Edge-centric delegation of authorization for constrained devices in the m
Internet of Things RS

Elias Grande, Marta Beltrin
Inpurimes of Computhy, ET50, Uniroailad Rey dan Corke, 28055 Muords, Madd, Span

ARTICLE INFO ABSTRACT

Acress mandgement poses a stgnificant challenge within the Iniernet of Things 0oT) giwen e constmined
danmmn ewaim] capahilities in tenms of oum o ng, memory, sorage, bandwidsh and encrgy avadlable for most of the low- ooet

Dcdegpution: o mahstoa S devices and things embedded in the physicel world In this senarin, Edge Companing con be considered a
3::*1 [— powerfal apportunity to salve s o zaton fevo e, deploying edge devices near JoT aostrained things capable

ot o Thisgs of perfoeming as logial intemedianies or brokes betwes fhem and dond rescorces, services or applications.

P — This work proposess an edpe-ceniric ded egaton of ambhorzation for corsrained deviees (withowm erypographic
cagabilivies) based on wel Hmown and stensively med specifimtions and prowecks sneh a5 OAnm 20 and
CoAP (Conarained Appheation Protocml). The proposed soloton & based on shee different rokes allowing
coretnined devices amren aed exralm e, oo o 2ad acoess 1o esoorees deployed in the dond and roasdng.
Fushermore, the proposed soludon b validaed and assessed osing a real sman farming case stody.

L Introduction

Erswring proper levek of sscutity hes become an ementis]l topic
for the ;ucew and evolution of the Inernet of Things (ToT) [1]. b
this soenaria, the protedion of bT rsouros, servics and applics-
tions against unauthorizsd scoswmes shll represents ons of the main
challenges to overcame [2]. The traditional trust-hesed ssourity model
melying on identifimtion, suthentication and sutharization & no longer
femsible due to the inherent scalability of ToT projeds and to r=sounce
lmitations. How can we @niral the acces o [oT rsowres, servioss
and applications from such a large mumber of heiemogeneows and often
austrEinsd devices? The sscutity model requirss 3 new approach,
pre=fersbly based on well-known and widely used techmologies and
specifications, bazed on the lexst privilege and the lest sttack surface
minciples but considering the spedficities of ToT scenanios [1]. Heally,
taking advantage of them to propse scalsble, light, eficient, reslient
amd robust solutions.

Pederated specifications suchas OAuth [4] may be an sxcellentzalu
tion to sohve suthorzstion i [oT scenarios because they addnes seversl
significant seority dmues such = finegrained and timedimited aw
thorization, accew rights revocation, suppart for offline suthor zation,
protedion agamst colusion attacks, mtegration of mbust oy plographic
algorithms when requinsd, ete. But given the bmited hardware e
soutces of mamy of the IoT devicss, anly lightweight sscurity functions
@n be deployed on them. This does not inchide suppart for OAuth or
other similar token-based specifications.

® Conesponding aothor.

The new Edge (or Fog) Computing paradigm introduces key nodes
{=uch == smant gateways, mntrallers, =) ot the adge of the network,
me=ar oo frainsd devicss and sble to communcate with bT resources,
services and applications in the cloud [5]. These new nodes can be
used o offlosd seourity fnctions, to prevent attacks from spresding
to an entire [oT domain, to @natral the scope of security thrests, etc. In
sunmary, edge devioss can be wed a5 logical intenmed i ties, brokers or
proxies hetwesn the physical and the temet, Web layers of ToT mising
seomity levels [6].

The main comributions of this work are

1. The spedfication of a2 new tokenrbamed aco=s contmwl mechas-
nism far IbbT relying on edgecentric delegation of suthar ation.

2. A movel approach for handling this suthoration in large scals
scenarics in the prsence of mmtEned devicess (without oyp
tographic capabilities) leveraging and properly adapting amd
extending the well-known O Auth 2.0 specification.

3. The definition of three different fows, 2ll of them working
over a lightweight communication protom] (CoAPF), salving the
most impartant challenges anising in the omsidersd semario:
sutomated enralment, scces comrol and moaming .

4. A complete mplementation of the proposed specification used
ina real scenamio (in the smart Brming context], validating its
functinmalities and Fxexing it levels of efficency amd ssourity.

Emudl addrecses eliss grandegfurie & (E Grande), manta bl rangfurjess (M Babirdn)

b Adod arg 101016, ). oo . 2020 06029

Rexeived 22 Jasmary 3020; Recefved in sevised fomn 22 May 2030; Accepeed 25 June 2030

swadlable coline 29 June 20
0140 3664, 2020 Eleder BV All rights reserved.

Elias Grande, Marta Beltran:

Edge-centric delegation of authorization for constrained devices in
the Internet of Things.
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un modelo de negocio opaco.
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Se debe evitar,. en’ la
medida de lo posible,
que las corporaciones
privadas incorporen
biometria u otra
informacion sensible a
los datos que ya
manejan: el potencial’
impacto de las amenazas
\ es mucho mayor.
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Que los datos sean
manejados por
administraciones
publicas no garantiza que
se apliquen estrategias de
privacidad desde el
diseno: minimizar,
ocultar, separar, abstraer,
Informar, controlar,
cumplir, demostrar.




{QUE IMPLICA
EXACTAMENTE EL
CONCEPTO DE IDENTIDAD
AUTO-SOBERANA (SSI) Y DE
LA CARTERA DIGITAL?

La prioridad deberia ser no depender de un
tercero, de un proveedor con sus propios
intereses y agenda

Hasta el momento se ha asociado mucho con la
tecnologia blockchain, pero es algo muy preliminar
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